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ABSTRACT 
 Transportation Security Administration (TSA) discoveries of firearms at U.S. 
security screening checkpoints have increased significantly in recent years. In 2008, TSA 
discovered 926 firearms, and in 2018, 4239. When questioned, passengers commonly 
state they “forgot” about the firearm. Following a qualitative research design, this 
investigation analyzed four cases from publicly available, open-source internet posts by 
individuals who were detained or arrested at security screening checkpoints. Through 
case analysis, four common themes emerged. Passengers 1) experienced a prospective 
memory failure; 2) were frequent flyers; 3) had recently experienced interruptions; and 4) 
were in a hurry. This thesis identifies factors that contribute to memory failures, such as 
interruptions, multitasking, and delaying actions. Mitigating concepts and strategies from 
cognitive psychology are explored, specifically, use of the Dynamic Multiprocess 
Framework; the creation of salient, distinctive, and unfamiliar reminders; encouragement 
of prompt action; employing mnemonics as reminding devices; inducing deeper levels of 
processing; and leveraging existing technologies. Concepts and strategies that discourage 
prospective memory failure are tested through a thought experiment designed to clarify 
and modify the mitigating concepts and strategies recommended. 
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Homeland security practitioners and their partners have invested a considerable 
amount of time and resources in improving aviation passenger security screening. An area 
that has drawn growing attention is the increasing firearm discoveries at the nation’s 
security screening checkpoints (hereafter “security checkpoints” or “checkpoint”). 
Professionals’ attempts to better secure the security checkpoints have primarily evolved 
around obtaining better technologies at the checkpoints and providing better training to 
their employees. However, an area that homeland security professionals could focus more 
attention on are why passengers are mistakenly bringing their firearm into security 
checkpoints, what cognitive processes are behind the unintentional carry of firearms in this 
situation, and what are some related mitigation strategies. 
Many passengers who have been detained or even arrested at security checkpoints 
indicate that they “forgot” they had the firearm when they entered the checkpoint. 
Considering these types of statements, how can homeland security practitioners make sense 
of these assertions? To be more effective and efficient in countering these types of security 
violations, homeland security professionals need to understand how and why memory fails 
and what can be done to help mitigate such memory failures. This thesis, therefore, seeks 
to better understand the cognitive reasons of why individuals are forgetting to remove 
firearms or prohibited items prior to entering a security screening checkpoint. Moreover, 
the thesis provides concepts and strategies from cognitive psychology to design strategies 
that seek to mitigate forgetting to remove prohibited items before entering secure passenger 
aviation areas due to memory failures. 
The thesis seeks to answer the following research questions: (1) Are firearm and 
prohibited item discoveries at security checkpoints the result of memory failures? If so, 
what type of memory failure is the most common? (2) Which factors contribute to memory 
failures? (3) How can theories in cognitive psychology assist homeland security 
practitioners in developing policies and related practices to mitigate firearm and prohibited 
item discoveries at the nation’s security checkpoints? 
xvi 
In answering these questions, this thesis employed a qualitative research design to 
better understand human behaviors and motivations.1 The data and evidence for this thesis 
originated from multiple sources to include news articles from publicly available open-
source internet posts from individuals who were detained at security checkpoints. The 
study captured, analyzed, and identified common themes on reasons why individuals arrive 
at a security checkpoint with a prohibited item. The thesis reviewed cognitive 
psychologists’ research on the contributing factors that lead to memory failures to assist 
homeland security practitioners in better understanding the causes of memory failures and 
reviewed literature to determine how individuals can improve prospective memory 
performance. Furthermore, the thesis employed a thought experiment to test the concepts 
and strategies from cognitive psychology. The experiment allowed for refining and 
clarifying of the recommendations. 
In the literature review, the thesis analyzed the evolving schools of thought in the 
field of attention and memory. The thesis covered Richard Atkinson and Richard Shiffrin’s 
classical theory of a short- and long-term memory system.2 Their system of multiple stores 
of memory laid the foundation for many studies in cognitive psychology. Second, the 
literature review covered Alan Baddeley’s working memory model. Baddeley’s working 
memory model built on Atkinson and Shiffrin’s model and has received wide acceptance 
in the field of cognitive psychology.3 Third, the literature review covered the 
underpinnings of prospective memory. The study of prospective memory investigates how 
individuals’ complete future intended tasks.4 These key theoretical frameworks in 
cognitive psychology served as a foundation and set the structure for this thesis. 
                                               
1 Lauren Wollman, “Qualitative Research” (lecture, Naval Postgraduate School, May 11, 2018), 2, 
https://www.chds.us/18031804/topic/method-specific-materials/. 
2 R.C. Atkinson and R.M. Shiffrin, “Human Memory: A Proposed System and Its Control Processes,” 
Psychology of Learning and Motivation 2 (1968): 93–103, https://www.sciencedirect.com/science/article/
pii/S0079742108604223. 
3 Alan Baddeley, “Working Memory: Theories, Models, and Controversies,” Annual Review of 
Psychology 63, no. 1 (2012): 4–6, https://doi.org/10.1146/annurev-psych-120710-100422. 
4 Mark A. McDaniel and Gilles O. Einstein, Prospective Memory. An Overview and Synthesis of an 
Emerging Field (Thousand Oaks, CA: Sage Publications, 2007), 4. 
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Through the research, the following answers were revealed for the first thesis 
question. In analyzing multiple cases, the thesis concluded that many firearm and 
prohibited item discoveries at security checkpoints were the result of memory failures. The 
research revealed that memory failures, specifically prospective memory failures, are the 
most common type of memory failures in people’s daily lives.5 Considering air travelers 
who have been detained created an intention to remove prohibited items from their carry-
on luggage, and they did not follow through on the intention, the thesis analyzed that the 
passengers experienced a prospective memory failure. In regard to the second question, the 
research revealed that common factors that contribute to memory failures include 
demanding conditions such as interruptions, multitasking, and delaying action or 
procrastination. 
In regard to the third question, the research revealed that theories from cognitive 
psychology can assist homeland security practitioners in developing policies and related 
practices to mitigate firearm and prohibited item discoveries at the nation’s security 
checkpoints. The scholars offered several theories to explain how and when people 
remember to complete prospective memory tasks: monitoring, spontaneous retrieval, 
multiprocess theory, and the Dynamic Multiprocess Framework. The thesis assessed that 
the Dynamic Multiprocess Framework synthesized the theories and was effective in 
explaining prospective memory performance. The thesis then observed that individuals are 
more likely to remember to complete task when they perceived the task as being salient; 
cues which are distinctive and unfamiliar enhance prospective memory performance. 
Furthermore, removing unnecessary delays and the use of external reminding devices such 
as mnemonics enhance prospective memory performance. Scholars posited that if 
individuals encode information at a deeper level, individuals were more likely to retain and 
retrieve the information at a later time.6 Finally, the thesis observed that due to the 
increasing use of personal electronic devices, homeland security professionals could 
                                               
5 Mark A. McDaniel and Gilles O. Einstein, Prospective Memory. An Overview and Synthesis of an 
Emerging Field, 1. 
6 Fergus I.M. Craik and Robert S. Lockhart, “Levels of Processing: A Framework for Memory 
Research,” Journal of Verbal Learning and Verbal Behavior 11, no. 6 (December 1972): 674, 
https://doi.org/10.1016/S0022-5371(72)80001-X. 
xviii 
leverage existing technologies to assist in mitigating prohibited item discoveries at security 
checkpoints. 
Additionally, the thesis conducted a thought experiment. The thought experiment 
was valuable to the thesis because it allowed for testing of the mitigation concepts and 
strategies.7 Following the thought experiment, the thesis provided examples on when and 
how the mitigation concepts and strategies could be deployed to the passengers and at the 
airports. Moreover, the thought experiment revealed new insights to include other 
homeland security practitioners that can assist in mitigating prohibited item discoveries at 
the nation’s airports. 
 
                                               
7 James Robert Brown and Yiftach Fehige, “Thought Experiments,” in The Stanford Encyclopedia of 




There are many people that I want to thank for helping me complete this program 
and thesis. First is the DHS/TSA, which provided the support I needed to get accepted into 
the program. I am grateful for all the people that have contributed to this effort. The second 
is the staff at NPS; the instructors, support staff, and thesis advisors, were exceptional and 
top-notch at all levels. In particular, this thesis would not have been possible without the 
assistance and guidance of my thesis advisors, Mollie McGuire and Richard Bergin. 
Finally, I thank my wife, Linda, and our two children, Luke and Angela. They have 
been an inspiration to me, and I have learned more from them than words can describe. 
Luv you all much! 
xx 





Homeland security practitioners and their partners have invested considerable time 
and resources in improving homeland and aviation security. An issue that has drawn 
growing attention is the increasing incidence of firearm discoveries at the nation’s security 
screening checkpoints (hereafter “security checkpoints” or “checkpoint”). Attempts to 
better secure security checkpoints have primarily revolved around better technologies and 
better training for employees. But the cognitive processes that eventually lead to 
inadvertent firearm carry to security checkpoints is a field of study that has been largely 
neglected. 
Many passengers detained or arrested at security checkpoints indicate that they had 
forgotten they had a firearm when they entered the screening area. One passenger stated, 
for example, “Recently, I was going through the TSA line to board a flight at the Pellston 
Regional Airport and forgot that my firearm was in my book bag.”1 How can security 
practitioners make sense of these assertions? To deal more effectively and efficiently with 
this type of security violation, homeland security professionals need to understand how and 
why memory fails and what can be done to mitigate these failures. 
B. PROBLEM STATEMENT 
The discovery of firearms at Transportation Security Administration (TSA) 
security checkpoints has increased significantly in recent years. In 2008, TSA discovered 
926 firearms, and in 2018, found 4239.2 This is an increase of approximately 458 percent, 
                                               
1 Steve Zucker, “Chatfield Detained at Airport after Loaded Gun Found in Carry-On,” Petoskey News-
Review, August 1, 2018, https://www.petoskeynews.com/blue/chatfield-detained-at-airport-after-loaded-
gun-found-in-carry/article_e1e986d2-94f2-11e8-a054-57aaea09ca24.html. 
2 Transportation Safety Administration, “TSA Year in Review: A Record Setting 2018,” 
Transportation Safety Administration (blog), February 7, 2019, https://www.tsa.gov/blog/2019/02/07/tsa-
year-review-record-setting-2018. 
2 
or an additional 301 firearms each consecutive year. TSA reports that 86 percent of these 
firearms were loaded, as depicted in Figure 1.3 
 
Figure 1. TSA Discoveries of Firearms from 2008 to 20184 
                                               
3 Transportation Security Administration, “TSA Year in Review: Record Amount of Firearms 
Discovered In 2017,” Transportation Safety Administration (blog) January 29, 2018, https://www.tsa.gov/
blog/2018/01/29/tsa-year-review-record-amount-firearms-discovered-2017. 
4 Source: Transportation Safety Administration, “TSA Year in Review: A Record Setting 2018." 
3 
Passengers typically claim to have “forgotten” the firearm was with them.5 
Furthermore, TSA officials report that the most common reason given for arriving at the 
security checkpoint with a firearm is that the passenger simply “forgot.”6 This lapse occurs 
despite multiple notices and widespread public understanding as to which items passengers 
can and cannot bring onto an aircraft. Although anecdotal evidence suggests that many of 
airline passengers truly had forgotten that they were carrying a firearm when they entered 
a security checkpoint, homeland security professionals have not sufficiently studied and 
understood the cognitive processes and factors that lead to this memory failure. 
This research explores the cognition behind inadvertent carry of firearms and other 
prohibited items at security checkpoints. Concepts and strategies from cognitive 
psychology are employed to suggest ways in which to prevent the memory failures that 
cause this problem. 
C. RESEARCH QUESTIONS 
• Are firearm and prohibited item discoveries at security checkpoints the 
result of memory failures? If so, what type of memory failure is the most 
common? 
• Which factors contribute to memory failure? 
• How can theories in cognitive psychology assist homeland security 
practitioners in developing policies and related practices to mitigate 
firearm and prohibited item discoveries at security checkpoints? 
                                               
5 “TSA Continues to Detect Firearms at Pittsburgh International Airport Checkpoints,” Transportation 
Security Administration, September 25, 2018, https://www.tsa.gov/news/releases/2018/09/25/tsa-
continues-detect-firearms-pittsburgh-international-airport-checkpoints; “From the TSA: Here’s What You 
Should Know about Guns and Airports,” Washington Post, February 28, 2018, 
https://www.washingtonpost.com/news/tripping/wp/2018/02/28/from-the-tsa-heres-what-you-should-
know-about-guns-and-airports/. 
6 “TSA Explains How Passengers Can Travel out of Lehigh International Airport with Their Properly 
Packed Firearms,” Transportation Security Administration July 11, 2019, https://www.tsa.gov/news/
releases/2019/07/11/tsa-explains-how-passengers-can-travel-out-lehigh-international-airport. 
4 
D. PURPOSE AND SCOPE 
The purpose of this thesis is to explore why individuals may arrive at security 
checkpoints with firearms and prohibited items. Concepts and strategies from cognitive 
psychology are used to identify means of preventing inadvertent offenses. The thesis does 
not address malevolent individuals who bring a firearm or prohibited item to a security 
checkpoint or the general case of persons with an unauthorized firearm at an airport. 
Although addressing the problem of forgetful passengers at security checkpoints 
may seem benign or inconsequential, the overall efficiency and effectiveness of homeland 
security is badly compromised by these lapses, making their prevention a vital goal. It is 
presumed that as homeland security practitioners deal with fewer unintended violations, 
they can devote more resources to legitimate and intentional threats. This research aims to 
understand the root causes of why passengers are forgetting to remove their firearm or 
prohibited items before entering a security checkpoint; and identify concepts and strategies 
from cognitive psychology to mitigate attention and memory-related firearm discoveries. 
E. SIGNIFICANCE 
The Presidential Policy Directive 21 (PPD-21): Critical Infrastructure Security and 
Resilience identified 16 critical infrastructure sectors “so vital to the United States that 
their incapacitation or destruction would have a debilitating effect on security, national 
economic security, national public health or safety, or any combination thereof.”7 The 
PPD-21 identifies the transportation system as one of these sectors.8 The Directive states 
that the Department of Homeland Security (DHS) and the Department of Transportation 
(DOT) are responsible for securing the Transportation Systems Sector.9 Furthermore, DHS 
                                               
7 “What Is Critical Infrastructure?,” Department of Homeland Security, December 19, 2012, 
https://www.dhs.gov/what-critical-infrastructure. 
8 White House, Presidential Policy Directive -- Critical Infrastructure Security and Resilience 
(Washington, DC: White House, February 12, 2013), https://obamawhitehouse.archives.gov/the-press-
office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil. 
9 “Transportation Systems Sector,” Department of Homeland Security, July 6, 2009, 
https://www.dhs.gov/cisa/transportation-systems-sector. 
5 
states that critical infrastructure “provides the essential services that underpin American 
society and serve as the backbone of our nation’s economy, security, and health.”10 
In addition to fulfilling the mandates in PPD-21, former DHS Secretary Kirstjen 
Nielsen testified that “DHS will also build a culture of efficiency on the foundation of 
agency reform efforts to ensure accountable, effective, and efficient operations.”11 The 
central goal of this thesis aligns with the secretary’s statements. 
Beyond enacting the goals of PPD-21 and pursuing a culture of efficiency and 
effectiveness at DHS, frontline employees at the nation’s security checkpoints are 
confronted with daily operational and safety considerations. The discovery of a firearm at 
a security checkpoint is a security concern for those present, and limited resources must be 
reallocated to resolve the incident. Upon discovering a firearm, TSA halts the security 
screening line and a referral is made to law enforcement authorities for potential detention, 
citation, and arrest of the offender.12 Regardless of whether the passenger had intentions 
of causing harm to DHS personnel or fellow travelers, the screening process is severely 
disrupted and delayed. 
The thesis maintains that the more successfully homeland security practitioners can 
reduce inadvertent firearm and prohibited item carry at security checkpoints, the more they 
can focus attention and resources on offenders who pose a credible and intentional threat 
to homeland security. 
                                               
10 “Sector-Specific Agencies,” Department of Homeland Security, August 22, 2018, 
https://www.dhs.gov/sector-specific-agencies. 
11 Written Testimony of DHS Secretary Kirstjen Nielsen for a House Appropriations Subcommittee on 
Homeland Security Hearing on the President’s Fiscal Year 2019 Budget Request for the Department of 
Homeland Security, House of Represntatives, 115th Cong.2nd sess., April 11, 2018, https://www.dhs.gov/
news/2018/04/11/written-testimony-dhs-secretary-kirstjen-nielsen-house-appropriations-subcommittee. 
12 “Civil Enforcement,” Transportation Security Administration, accessed July 4, 2018, 
https://www.tsa.gov/travel/civil-enforcement. 
6 
F. RESEARCH METHODOLOGY 
1. Qualitative Research Design 
This thesis employs a qualitative research design to analyze human behaviors and 
motivations and gain new insights.13 Both inductive and a deductive approaches are 
employed. Inductively, airline passenger statements are analyzed for common themes as to 
why they brought a firearm or prohibited item to a security checkpoint. This research also 
looks at the problem deductively, gleaning theories from cognitive psychology, specifically 
prospective memory research, to evaluate and explain why passengers are claiming to have 
“forgotten” about their firearm when entering the security screening checkpoints. 
Furthermore, the thesis employed a thought experiment to test the concepts and 
strategies from cognitive psychology. Thought experiments allows conceptual analysis and 
the theory selection and implementation by thinking through scenarios.14 The experiment 
leads to the refinement and clarification of recommendations. 
Finally, a pragmatic philosophical view guides the approach taken in this thesis. 
Pragmatism emerges from “action, situations, and consequences, rather than antecedent 
conditions.”15 This research is concerned with application—what works to actually solve 
problems. 
2. Sample 
The data and evidence for this thesis stem from three sources. First, data was 
collected from publicly accessible government websites and publications. TSA.gov, for 
example, publishes information and statistics on the number of firearms detected at U.S. 
security checkpoints. Scholarly publications on cognitive psychology also yielded much 
information. Cognitive psychologists have conducted many experiments on factors that 
                                               
13 Lauren Wollman, “Qualitative Research” (lecture, Naval Postgraduate School, May 11, 2018), 2, 
https://www.chds.us/18031804/topic/method-specific-materials/. 
14 James Robert Brown and Yiftach Fehige, “Thought Experiments,” in The Stanford Encyclopedia of 
Philosophy, ed. Edward N. Zalta (Palo Alto, CA: Metaphysics Research Lab, Stanford University, 2019), 
https://plato.stanford.edu/archives/win2019/entrieshought-experiment/. 
15 John Creswell, Research Design: Qualitative, Quantitative, and Mixed Methods Approaches 
(Thousand Oaks, CA: Sage Publications, 2014), 7–8. 
7 
contribute to memory failure and propose many strategies to enhance memory. Open-
source news articles and internet posts related to firearm discoveries at security checkpoints 
were the third source of input. These allowed the review and analysis of anecdotal evidence 
on the causes of inadvertent firearm carry at security checkpoints. 
G. ORGANIZATION 
Chapter II presents the literature review for this research. In Chapter III, articles 
and internet posts by persons who have been detained at security checkpoints are studied 
for common themes, which are analyzed in the light of cognitive psychological research. 
Chapter IV gives insights from the literature as to how prospective memory performance 
may be improved. This data is gathered, analyzed, and classified to shed light on how to 
assist the prospective memory of passengers. 
  
8 
THIS PAGE INTENTIONALLY LEFT BLANK  
9 
II. LITERATURE REVIEW 
Cognition is inescapable. At any point that you are awake, your cognitive 
processes are at work. They grant you the ability to think, to recognize and 
interpret your environment, and to act (or react) strategically to stimuli in 
your environment.16 
A. INTRODUCTION 
This literature review summarizes evolving schools of thought in the field of 
attention and memory and presents the theoretical frameworks in cognitive psychology that 
set the structure for this thesis. 
B. MULTIPLE STORE MEMORY: RICHARD ATKINSON AND RICHARD 
SHIFFRIN’S CLASSICAL THEORETICAL MODEL 
In 1890, psychologist William James proposed that memory has different 
components. He defined primary memory as information that is lost very quickly and 
secondary memory as that which is “indestructible.”17 James was the first to propose a 
multiple component memory system.18 
In 1968, Atkinson and Shiffrin introduced their theory of a three-part memory 
system, consisting of a “sensory register, a short-term store, and the long-term store,” as 
represented in Figure 2.19 They assert that in the sensory register, information such as 
visual observations is lost in several-hundred milliseconds. By contrast, in the short-term 
store, information decays or is lost after about 15–30 seconds, and in the long-term store, 
information does not decay and is relatively permanent.20 Atkinson and Shiffrin contended 
                                               
16 Margaret Matlin and Thomas Farmer, Cognition, 9th ed. (Hoboken, NJ: John Wiley & Sons, 2016), 
3. 
17 William James, The Principles of Psychology, vol. 1 (Nalanda Digital Library, 1890), 1502–10, 
http://library.manipaldubai.com/DL/the_principles_of_psychology_vol_I.pdf. 
18 Torkel Klingberg, “The Concept of Working Memory,” Cogmed, 2016, https://www.cogmed.com/
the-concept-of-working-memory. 
19 R.C. Atkinson and R.M. Shiffrin, “Human Memory: A Proposed System and Its Control 
Processes,” Psychology of Learning and Motivation 2 (1968): 93, https://www.sciencedirect.com/science/
article/pii/S0079742108604223. 
20 Atkinson and Shiffrin, 92–93. 
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that information transfer between the three stores of memory is primarily under the control 
of the individual.21 Likewise, they reasoned that the longer the information stayed in the 
short-term store, the greater the likelihood it will enter into the long-term store.22 Thus 
without rehearsal by the individual, information is lost or forgotten from memory, but 
memory techniques such as visual mnemonics are highly effective in enhancing memory.23 
 
Figure 2. Atkinson and Shiffrin’s Memory Model24 
Atkinson and Shiffrin’s model is highly significant in the field of attention and 
memory, and their theoretical framework of multiple stores of memory laid the conceptual 
foundation for understanding how individuals receive and process information. These 
authors argued that if information is not transferred from the sensory register to the short-
term, and then long-term store, it will decay or be lost. Dennis Norris, referring to this 
distinct memory system, underscores its importance, noting, for “more than a century most 
                                               
21 Atkinson and Shiffrin, 92. 
22 Atkinson and Shiffrin, 111. 
23 Atkinson and Shiffrin, 186. 
24 Source: Atkinson and Shiffrin, 93. 
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psychologists have accepted that there are distinct memory systems responsible for long- 
and short-term storage.”25 
Although Atkinson and Shiffrin’s model was influential, it contained gaps. 
Cognitive psychologists Fergus Craik and Robert Lockhart, for example, argued that the 
retention of memory is more the result of the “depth or the levels of processing” than the 
time the information stays in the various stores of memory.26 Craik and Lockhart argued 
that “the multistore formulation is unsatisfactory in terms of its capacity, coding, and 
forgetting characteristics.”27 Other psychologists, such as Alan Baddeley, find Atkinson 
and Shiffrin’s three-distinct-memory model deficient in its explanation of memory and 
learning. 
C. WORKING MEMORY: ALAN BADDELEY’S THEORETICAL MODEL  
In the early 1970s, psychologists Alan Baddeley and Graham Hitch critiqued 
Atkinson and Shiffrin’s memory model, specifically its concept of short-term memory, as 
inadequate, despite more than a decade of investigation and studies.28 They found that 
research in neuropsychological studies did not support Atkinson and Shiffrin’s concept of 
the short-term store. Moreover, Baddeley and Hitch conducted experiments that tested the 
function of the short-term memory.29 Baddeley and Hitch had participants complete 
concurrent tasks, such as repeating a sequence of digits, while completing a second activity 
designed to occupy their limited capacity short-term memory.30 Through their 
                                               
25 Dennis Norris, “Short-Term Memory and Long-Term Memory Are Still Different,” Psychological 
Bulletin 143, no. 9 (2017): 992. 
26 Robert S. Lockhart and Fergus I. M. Craik, “Levels of Processing: A Retrospective Commentary on 
a Framework for Memory Research,” Canadian Journal of Psychology/Revue Canadienne de Psychologie 
44, no. 1 (March 1990): 671–75, http://dx.doi.org.libproxy.nps.edu/10.1037/h0084237. 
27 Lockhart and Craik, 675. 
28 Alan Baddeley and Graham Hitch, Working Memory, G.H. Bower, vol. 8, The Psychology of 
Learning and Motivation: Advances in Research and Theory (New York: Academic Press, 1974), 47. 
29 Alan Baddeley, Working Memory, Thought, and Action (Oxford, United Kingdom: Oxford 
University Press, 2007), 38–39, http://ebookcentral.proquest.com/lib/ebook-nps/
detail.action?docID=1336454. 
30 Alan Baddeley, “Working Memory: Theories, Models, and Controversies,” Annual Review of 
Psychology 63, no. 1 (2012): 6, https://doi.org/10.1146/annurev-psych-120710-100422. 
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experiments, they concluded that the disruption to the short-term memory was not as 
significant as espoused by Atkinson and Shiffrin.31 Therefore, they hypothesized that other 
systems beyond the short-term store played a role in attention and memory. 
Baddeley and Hitch suggest that the single store, short-term memory proposed by 
Atkinson and Shiffrin should be replaced by the concept of working memory, or “a limited 
capacity temporary storage system that underpins complex human thought.”32 Baddeley 
and Hitch stated that working memory is “comprised [of] an attentional control system – 
the central executive – together with two subsidiary storage systems, the phonological loop 
and the visuospatial sketchpad.”33 Baddeley characterized the central executive as the 
“most complex component” of working memory.34 Moreover, he described the central 
executive as “virtually a homunculus, a little man in the head who takes all the important 
but difficult decisions.”35 
Baddeley described the phonological loop as a brief store that allows for the mental 
processing of language and sounds.36 Baddeley stated that the phonological loop can “hold 
speech-based and possibly purely acoustic information in a temporary store.”37 
Furthermore, he opined that the memory would fade or decay within seconds without an 
overt or covert rehearsal by the individual.38 Regarding the visuospatial sketchpad, he 
asserted that its functions resembled that of the phonological loop. Baddeley described the 
visuospatial sketchpad as the mental processing of visual and spatial information.39 
                                               
31 Baddeley, 6. 
32 Baddeley, Working Memory, Thought, and Action, 41. 
33 Baddeley, 42. 
34 Baddeley, “Working Memory,” 13. 
35 Baddeley, Working Memory, Thought, and Action, 220. 
36 Baddeley, 42. 
37 Baddeley, 42. 
38 Baddeley, 42. 
39 Matlin and Farmer, Cogntion, 132. 
13 
Baddeley stated that the visuospatial sketchpad is a part of working memory and operates 
“at the interface between vision, attention and action.”40  
Baddeley introduced a fourth component in the memory system—the episodic 
buffer. He proposed that the central executive’s role was primarily for attention, because it 
could not store information.41 Baddeley stated that the episodic buffer performed more 
complex functions and that it mainly interfaced with the long-term memory, Figure 3.42 
 
Figure 3. Baddeley’s Working Memory Model43 
In summary, Baddeley’s working memory model is significant because it clarified 
Atkinson and Shiffrin’s model and proposed a four-part memory system consisting of the 
“central executive, phonological loop, episodic buffer, [and] visuo-spatial sketchpad”.44 
Further, contrary to Atkinson and Shiffrin, Baddeley proposed that information does not 
                                               
40 Baddeley, Working Memory, Thought, and Action, 133. 
41 Baddeley, 50. 
42 Matlin and Farmer, Cognition, 132. 
43 Source: Baddeley, “Working Memory,” 16. 
44 Baddeley, 1. 
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transfer from the different stores due to time, but rather memory involves a coordination 
between the various components of the memory system. This theoretical framework has 
received wide acceptance in the field of cognitive psychology and is important in 
understanding how human beings receive and process information. 
D. PROSPECTIVE MEMORY: A THEORETICAL FRAMEWORK 
The failure of memory that caused me the most pain was the time I forgot 
to pick up my 3-year-old son and his friends after nursery school and take 
them to their play group.45 
1. What Is Prospective Memory? 
Prospective memory concerns how people remember “to carry out intended actions 
at an appropriate point in the future.”46 Scholars in this field state that prospective memory 
failures are the most common form of mental mistakes, mainly because the need to develop 
and complete prospective memory tasks is ubiquitous in our daily lives.47 Routine tasks 
such as remembering to pick up dinner for the family after work, “remembering to mail the 
letter in your briefcase, remembering to give your housemate the message that a friend 
called, and remembering to load your bicycle into the car for a ride after work” all involve 
prospective memory.48 
Scholars theorize that prospective memory consists primarily of two components.49 
The first is the intended action; this can stem from a request by another person or an 
individual may initiate the action himself. The second component is the performance of the 
intended task sometime after its creation.50 For example, in an experiment, subjects 
received instructions to complete multiple tasks. While they were performing them, 
experimenters injected a prospective memory task—namely, to press the F1 key on the 
                                               
45 Mark A. McDaniel and Gilles O. Einstein, Prospective Memory. An Overview and Synthesis of an 
Emerging Field (Thousand Oaks, CA: Sage Publications, 2007), 1. 
46 McDaniel and Einstein, 1. 
47 McDaniel and Einstein, 191–93. 
48 McDaniel and Einstein, 1–2. 
49 McDaniel and Einstein, 4. 
50 McDaniel and Einstein, 4. 
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keyboard whenever the participants encountered the word “rake.”51 In this experiment, the 
first component of the task was to receive and implement a set of instructions, and the 
second was to press the F1 key on observing “rake.” 
Scholars propose that prospective memory tasks may also involve retrospective 
memory.52 Researchers state this because, in a given task, an individual must not only 
remember to complete a task (prospective memory), but the individual must also remember 
the contents of the task (retrospective memory).53 For example, if an individual intends to 
pick up groceries after work, he must not only remember to stop by the grocery store, but 
also remember what items to purchase. 
2. Theories in Prospective Memory 
Scholars offer several theories on how people remember to complete prospective 
memory tasks. 
a. Monitoring Theory 
One theory argues that individuals remember to complete tasks due to monitoring 
or refreshing, as illustrated in Figure 4.54 This model assumes that successful prospective 
memory tasks result from non-automatic monitoring by the individual.55 Monitoring 
theory posits that once an individual develops an intention to complete a task, he or she 
monitors “the environment for the occurrence of prospective memory target events. Thus, 
the retrieval of an intention will never be automatic.”56 Enlarging on this theory, Einstein 
and McDaniel, two leading scholars in the field, argue that monitoring is a conscious act 
                                               
51 McDaniel and Einstein, 4. 
52 McDaniel and Einstein, 4. 
53 McDaniel and Einstein, 4. 
54 Maria Brandimonte, Gilles O. Einstein, and Mark A. McDaniel, Prospective Memory: Theory and 
Applications (New York and London: Psychology Press, 1996), 6–7. 
55 Rebekah E. Smith, “The Cost of Remembering to Remember in Event-Based Prospective Memory: 
Investigating the Capacity Demands of Delayed Intention Performance,” Journal of Experimental 
Psychology. Learning, Memory & Cognition 29, no. 3 (May 2003): 349, https://doi.org/10.1037/0278-
7393.29.3.347. 
56 Smith, 349. 
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in which one’s working memory evaluates the environment for a target cue, and then the 
task is completed.57 Researchers suggest that this type of prospective memory involves a 
“cost” or investment of attention in the individuals’ ongoing activity, namely, the time and 
effort it takes to monitor for the target cue.58 
 
Figure 4. An Illustration of the Monitoring Theory59 
In the example in Figure 4, a man intends to purchase a bottle of wine. He created 
this intention during a meeting for a holiday party. Consistent with the monitoring theory 
and as indicated by the thick, solid red line, the man monitors this intention from when it 
was created until the time of purchase. Continuous monitoring is thus cognitively 
challenging and exacts a toll on other ongoing activities. 
b. Spontaneous Retrieval Theory 
Another theory in prospective memory claims that retrieval of an intention 
“depends on a relatively spontaneous, involuntary process.”60 This theory states that 
prospective memory spontaneously “pops” into the minds of individuals without a 
                                               
57 Gilles O. Einstein and Mark A. McDaniel, “Prospective Memory: Multiple Retrieval Processes,” 
Current Directions in Psychological Science 14, no. 6 (December 2005): 287, https://doi.org/10.1111/
j.0963-7214.2005.00382.x. 
58 Smith, “The Cost of Remembering to Remember in Event-Based Prospective Memory,” 349. 
59 Source: Jill Talley Shelton and Michael K. Scullin, “The Dynamic Interplay Between Bottom-Up 
and Top-Down Processes Supporting Prospective Remembering,” Current Directions in Psychological 
Science 26, no. 4 (August 2017): 353, https://doi.org/10.1177/0963721417700504. 
60 McDaniel and Einstein, Prospective Memory. An Overview and Synthesis of an Emerging Field, 30. 
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continuous monitoring process.61 This theory asserts that “many behaviors and thoughts 
are automatically triggered by stimuli in our environment,” thus causing the individual to 
remember the intended act.62 Scholars suggest that in spontaneous retrieval, “one would 
not expect to find a cost on the ongoing activity unless the target is present” because the 
individual is not continuously monitoring the environment for a target cue.63 
Figure 5 illustrates a man in a meeting who creates an intention to purchase a bottle 
of wine. As indicated by the lack of a thick, solid red line, he does not monitor the 
environment. After the intention is created, owing to environmental cues (indicated by 
yellow spikes) such as a colleague’s asking about the party, a radio advertisement, and a 
store sign, spontaneous retrieval occurs and the bottle of wine is purchased on the way 
home.64 
 
Figure 5. Spontaneous Retrieval Theory65 
c. Multiprocess Theory 
Multiprocess theory is an approach that combines monitoring and spontaneous 
processes. Leading cognitive psychologists McDaniel and Einstein note that in the 
prospective memory literature, inconsistencies arise regarding the monitoring and 
                                               
61 Einstein and McDaniel, “Prospective Memory,” 287. 
62 Einstein and McDaniel, 287. 
63 Smith, “The Cost of Remembering to Remember in Event-Based Prospective Memory,” 348. 
64 Shelton and Scullin, 2. 
65 Source: Shelton and Scullin, “The Dynamic Interplay Between Bottom-Up and Top-Down 
Processes Supporting Prospective Remembering,” 2. 
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spontaneous approaches. For example, some research finds that in monitoring, an 
individual continuously commits to monitoring the environment for a target cue.66 Other 
research finds, however, that individuals periodically monitor the environment for the 
target cue.67 
McDaniel and Einstein observed discrepancies in the literature regarding 
spontaneous retrieval as well, noting that some research shows that when an individual 
observes an external cue, the mind automatically interacts with traces in the memory, and 
then “delivers to consciousness the information previously associated with the cue.”68 In 
another related view, scholars argue that information spreads through nodes in an 
“associative network.”69 These inconsistencies led McDaniel and Einstein to develop the 
multiprocess theory. 
McDaniel and Einstein proposed a multiprocess framework, on the theory that 
human beings are complex organisms who use a variety of techniques in a given situation. 
They argue that people “generally take good advantage of the array of processes available 
to them to solve the problem of prospective memory retrieval effectively and efficiently.”70  
McDaniel and Einstein make three assumptions related to the multiprocess theory. 
First, individuals are not limited to any one perspective, but use strategic monitoring for 
the target cue, which prompts a spontaneous retrieval of the intended task.71 Second, 
prospective memory “depend [s] on the characteristics of the prospective memory task, the 
nature and demands of the ongoing task, and characteristics of the individual.”72 For 
example, they find that if an individual assesses that a prospective memory task will likely 
                                               
66 Mark A. McDaniel and Gilles O. Einstein, “Strategic and Automatic Processes in Prospective 
Memory Retrieval: A Multiprocess Framework,” Applied Cognitive Psychology 14, no. 7 (2000): 128–29, 
https://doi.org/10.1002/acp.775. 
67 McDaniel and Einstein, 129. 
68 McDaniel and Einstein, 129. 
69 McDaniel and Einstein, 129. 
70 McDaniel and Einstein, Prospective Memory, 52–53. 
71 McDaniel and Einstein, 53–54. 
72 McDaniel and Einstein, 53. 
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be remembered through spontaneous retrieval, he is less likely to monitor for the target 
event. Conversely, if an individual perceives that the retrieval will likely not occur 
spontaneously, he will more likely monitor the environment for the target event.73 
McDaniel and Einstein reasoned that individuals will adjust their prospective memory tasks 
depending on the changing demands at hand and their beliefs about the difficulty of the 
prospective memory task.74 
The third assumption of multiprocess theory is that individuals tend to be biased 
towards spontaneous retrieval rather than monitoring for target cues.75 McDaniel and 
Einstein believe that the primary reason is that monitoring for target cues extracts a high 
cost on an individual’s ongoing activities. Further, since people often juggle multiple 
concurrent prospective memory tasks and the opportunity to complete a task often lags 
behind the intention, they rely more on spontaneous retrieval because of their limited 
cognitive capacity.76 
d. Dynamic Multiprocess Framework 
In 2013, psychologists Michael Scullin, Mark McDaniel, and Jill Shelton modified 
the multiprocess theory to propose the Dynamic Multiprocess Framework.77 These authors 
argued that since the proposal of the initial multiprocess theory, researchers have attempted 
to isolate when and how spontaneous retrieval and monitoring occurs in prospective 
memory tasks.78 Significant to the theory and to this thesis, Scullin et al. studied 
prospective memory in naturalistic settings where the creation of the intended act and 
execution of the task may be hours, days, or even weeks apart.79 Based on the research, 
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Scullin et al. argued that in natural settings, people rely on a “dynamic process” between 
spontaneous retrieval and monitoring.80 They state: 
Our theoretical approach suggests that in prospective memory tasks there is 
often an interplay between spontaneous retrieval and monitoring that 
augments the functional value of these processes relative to what each alone 
enables.81 
These authors also provide an example of the man who intends to pick up a bottle 
of wine for a holiday party after work, as seen in Figure 6.82 Once he creates an intention, 
cues in the environment, such as a coworker in the office asking about the party or a radio 
advertisement about wine, may trigger the spontaneous retrieval of the intention to 
purchase wine.83 If an individual has an opportunity to execute on the intention, he will 
monitor the environment until the wine is purchased.84 If an opportunity to execute the 
task is not present, the individual will disengage monitoring, owing to the mental cost at 
the expense of ongoing tasks. 
 
Figure 6. Dynamic Multiprocess Framework85 
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This framework synthesizes the various theories of prospective memory and 
provides a theoretical framework for the way in which individuals process information and 
complete prospective memory tasks. This cognitive theory is critical to the purposes of this 
thesis, because it explains how people complete prospective memory tasks such as 
removing a gun from carry-on luggage before arriving at a security checkpoint. 
3. Habitual Prospective Memory Tasks 
The topic in prospective memory of relevance to this thesis is habitual prospective 
memory tasks. These types of tasks are activities performed on a regular or systematic 
basis.86 Examples of habitual prospective memory tasks include taking daily multivitamins 
or paying monthly bills.87 In habitual prospective memory, forgetting may be minimized 
because of repetition, but “a new challenge of remembering whether you actually 
performed the activity on a particular day may become more pronounced.”88 For example, 
someone who travels regularly may have difficulty remembering if he packed a specific 
shirt in his suitcase. 
Some habitual prospective memory tasks may not involve an explicit intention.89 
For example, when a driver inserts the key into the ignition each time without an explicit 
intention, “the intention is implicit in our habitual routine of driving.”90 Although many 
habitual prospective memory failures are mere annoyances, some may have more serious 
implications. For instance, individuals on medication to treat an illness may be significantly 
harmed if they fail to take their pills in a timely and regular routine.91  
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4. Demanding Situations and Interruptions Effects on Prospective 
Memory Performance 
Researchers in prospective memory have studied the effects of demanding 
situations and interruptions on prospective memory performance, finding that they 
frequently contribute to memory failures. Gilles Einstein et al. conducted experiments to 
evaluate the effects of demanding settings and interruptions on the completion of 
prospective memory tasks. In their experiment (Experiment 1), participants were instructed 
to conduct multiple activities on a computer. While they were completing these 
instructions, the experimenters injected additional activities to split their attention. For 
example, participants were told that “whenever they saw a red screen [on the computer 
monitor], they should press a designated key on the keyboard but not until they finished 
the current ongoing task.”92 The experimenters used these activities to replicate highly 
demanding situations and interruptions and measure the completion of intended tasks.93 
On average, participants completed intended tasks at a high rate of 92.5% without 
interruptions; but if there were interruptions, it was found that the “demanding conditions 
significantly increase [d] forgetting (by about 17%), and that the length of the delay ha [d] 
no effect.”94 This experiment suggest that participants experience significant prospective 
memory decrement in demanding and interruptive situations. 
In supporting work, R. Key Dismukes studied prospective memory failures and 
airline accidents. Dismukes observes that pilots experience many interruptions from flight 
attendants, gate agents, mechanics, jump-seat riders, etc., while performing a long list of 
procedures before starting the engine.95 It is common for pilots to forget the task they were 
working on before the interruption and go on to another activity without completing the 
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previous task. In these instances, unless pilots encode a specific intention, such as asking, 
“What was I doing when I was interrupted?” they may forget and respond to the next task 
demand.96 Although this example describes prospective memory in a work environment, 
similar interruptions occur frequently in everyday life. 
By applying this and other insights from cognitive psychology, homeland security 
practitioners may mitigate memory-related prohibited item discoveries at security 
checkpoints. If practitioners understand the implications of dynamic multiprocess theory—
specifically, that individuals use monitoring and spontaneous retrieval strategically when 
an intention can be executed—policies and procedures may be developed to align with 
cognitive theory as it applies in the screening areas. 
E. SUMMARY OF THE LITERATURE AND GAPS IDENTIFIED 
William James’s seminal work first proposed the notion that memory consisted of 
multiple components wherein in primary memory, information degrades very quickly; and 
in secondary memory, information is permanent and “indestructible.”97 The literature 
review then presented Atkinson and Shiffrin’s three-part memory system wherein they laid 
the conceptual framework for how individuals receive and process information. Next, the 
literature review examined Alan Baddeley’s Working Memory Model. Baddeley identified 
a gap in Atkinson and Shiffrin’s model, specifically in short term memory, and then 
proposed a working memory model responsible for coordinating information between the 
various components of the memory system. 
Regarding prospective memory, the conceptual focus of this thesis, it was first 
proposed that successful prospective memory results from non-automatic monitoring of a 
task. Subsequent research suggested that prospective memory depends on a relatively 
spontaneous process in which information pops into an individual’s mind. In reconciling 
these theories, scholars constructed the multiprocess theory, arguing that individuals take 
advantage of an array of processes available to solve problems. The current literature tends 
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to endorse the Dynamic Multiprocess Framework, which considers naturalistic settings in 
which the creation of an intended act and its execution may be considerably distant in time. 
This theory states that people rely on a “dynamic process” between spontaneous retrieval 
and monitoring. 
Table 1 summarizes the theories and models covered in this review. 
Table 1. Cognitive Factors in Explaining the Forgetting of a Firearm 
 
 
The gaps in the literature include an apparent absence of studies on the cognitive 
processes in play when passengers bring firearms and prohibited items to security 
checkpoints. Passengers insist that they forgot—evaluating this claim and understanding 
the dynamics of memory failure appears to be a crucial step in mitigating prohibited item 
discoveries at the nation’s security checkpoints. 
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III. CASE STUDIES 
Because we forget so often, we tend to be harsh critics of our memory and 
to believe that we forget more often than others do. Perhaps we have these 
thoughts because we have an unrealistic expectation of memory.98 
 
A. CASE STUDIES OF FIREARM DISCOVERIES AT SECURITY 
CHECKPOINTS 
This chapter reviews and analyzes cases from internet news stories and blogs to 
understand why, by their own account, passengers bring guns to security checkpoints. 
1. Firearm Discoveries at Security Checkpoints 
The following describes four cases involving individuals who were detained at 
security checkpoints. 
a. Firearm Discovery at the Pellston Regional Airport 
On July 15, 2018, Michigan congressman Lee Chatfield entered the Pellston 
Regional Airport in Emmet County, Michigan, with the intent of flying to Detroit.99 
During security screening, TSA authorities discovered a firearm and contacted local police. 
Following this incident, Chatfield posted a statement on the internet describing what 
occurred. He said he had forgotten that the firearm was in his book bag and that he owns 
several firearms, all of them registered with the Michigan state police—with the exception 
of the weapon discovered in this incident. Chatfield stated that he forgot to check his bag 
before leaving home for the airport: 
Recently, I was going through the TSA line to board a flight at the Pellston 
Regional Airport and forgot that my firearm was in my book bag. As a 
concealed pistol license holder, I normally carry my firearm on a daily basis 
for protection of myself and my family, but forgetting to check my bag 
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before leaving the house for the airport was an inexcusable mistake. In a 
rush to pack on the hectic Sunday afternoon after celebrating my daughter’s 
fourth birthday party at our home, I honestly forgot that the pistol was in 
my bag, but that is ultimately no excuse. 
I own several firearms and believed that all of my pistols were registered 
through the Michigan State Police database. However, it was found that they 
did not have this specific pistol on file. I registered the pistol soon after and 
also confirmed that every other pistol that I own was registered.100 
Upon discovering the firearm, TSA personnel contacted local authorities. Emmet 
County sheriff deputies held Chatfield at the sheriff’s substation, confiscated his pistol, and 
later released him. In a public statement, Sheriff Pete Wallin indicated that the case has 
been referred to the Emmet County prosecuting attorney’s office for potential criminal 
charges.101 TSA public affairs representative Michael McCarthy confirmed the details of 
the incident, stating, 
TSA officers at Pellston Regional Airport detected a loaded .380 caliber 
firearm in the carry-on luggage of a Detroit-bound passenger. Per standard 
procedure, TSA immediately notified local law enforcement who responded 
and took possession of the weapon to render it safe.102 
McCarthy reminded passengers that TSA may impose a civil fine of up to $9,800 
for a single violation and provided instructions on how to transport firearms in checked 
luggage. 
b. Firearm Discovery at the Salt Lake City International Airport 
In November 2011, attorney Craig Swapp entered Salt Lake City International 
Airport with the intention of flying to Boise, Idaho.103 TSA authorities discovered a loaded 
.38-caliber firearm in his possession and notified local authorities. A news article stated, 
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with his mind on other matters, he simply forgot the handgun was stored in 
a case at the bottom of his briefcase. 
“When they found it in my bag it was as big a surprise to me as it was to 
them,” Swapp said. “It was a stupid mistake. I forgot it was even in there. I 
wouldn’t subject myself to that intentionally.”104  
Swapp stated that he was talking about his case so others might learn from his 
mistakes. 
The news article also stated that Swapp has a concealed carry permit and he carries 
his firearm in most places for self-defense.105 He stated that when he flies, he usually 
secures his weapon in a gun vault at home, but that, on this day, he forgot to place his 
weapon in the vault. 
On discovering Swapp’s handgun, TSA personnel referred him to the airport police. 
The local authorities arrested and charged Swapp with possession of a weapon.106 After 
the charges, law enforcement authorities released him from the Salt Lake County Jail. TSA 
spokeswoman Lorie Dankers confirmed the incident, stating that “screeners found a .38-
caliber handgun that was loaded with six rounds of ammunition while searching the carry-
on luggage for passengers flying from Salt Lake City to Boise, Idaho.”107 Dankers noted 
that this was the twenty-fourth firearm discovered at the Salt Lake City International 
Airport that year.108 She stated that all passengers, even those with a concealed-carry 
permit, are prohibited from boarding an airplane with a firearm and that passengers may 
transport their guns in checked luggage, locked in a hard-sided case.109 Finally, Dankers 
warned that TSA may levy a civil of fine up to $11,000, and there is also the possibly of a 
criminal prosecution.110 









c. Firearm Discovery at an Airport in Tucson, Arizona 
In January of 2011, airport authorities detained Jacqueline Huckabee at an airport 
in Tucson, Arizona for a firearm in her purse.111 She advised that she flew on Friday and 
again on Monday.112 Huckabee stated that she forgot about the gun in her purse when she 
entered the security checkpoint: 
In my mind I was already packed and ready but I forgot I had gone to an 
ATM the night before and had put my firearm in my purse and forgot to 
take it out. It was a small 32 so easy to lose in a purse. When I saw security 
them scurrying around as my bag went through xray, I told my husband “ 
oh, S***! I think I pulled a Coach Barry Switzer.” ( he had made headlines 
doing the same thing one time)113 
Huckabee acknowledged that airport authorities had detected her small firearm in 
her purse and that the authorities were “very kind and understanding and said it happens a 
few times a month.”114 She stated that she was “luckily” in Tucson, Arizona, where Second 
Amendment rights were still observed, and that therefore the authorities did not “freak 
out.”115 
According to Huckabee, airport authorities verified her concealed carry weapon 
(CCW) permit and identification. She was advised that the Federal Bureau of Investigation 
(FBI) had been notified to check whether they needed to meet with her. She was issued a 
$1,500 fine for the incident.116 Huckabee stated local authorities gave her the option of 
placing her pistol in her vehicle, but she chose to surrender it because she did not want to 
miss her flight.117 
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d. Firearm Discovery at an Airport in Washington 
TSA authorities detained Patrick O’Donnell, a pharmacist, at an airport in Washington 
after discovering a firearm in his bag at a security checkpoint.118 O’Donnell had plans to fly 
to Las Vegas, Nevada. He woke up early and quickly packed his luggage, including his 
firearm, and responded to his pharmacy business for an alarm before his flight. O’Donnell 
stated, 
Unfortunately, I hadn’t packed and was flying to Vegas early in the morning. 
In a matter of minutes I threw my flip flops, swimsuit, and whatever else I 
could think of into a bag. Then the genius that I am, thought let’s bring a gun. 
Seemed like a good idea at the time. 
When I reached my business the police had it under control. Police dog, finger 
prints, the whole nine. No need for the gun. I secured the building and took a 
nap. My buddy picked me up and fast forward to the airport. 
I headed right through security like I do every time. Oops!119 
Through O’Donnell’s internet post, the reader learns that the detection of the firearm 
caused a disruption at the security checkpoint as TSA personnel and police “swarmed” around 
him. TSA levied a civil fine on O’Donnell and local authorities charged him with a criminal 
violation for carrying a concealed weapon.120 
2. Analysis and Discussion 
In these four cases, several themes emerge. First, the passengers experienced a 
prospective memory failure—they forgot “to carry out intended actions at an appropriate point 
in the future.”121 Prospective memory consists primarily of two components.122 The first 
component is an intended action; and, the second component is the subject’s performance of 
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the action sometime after the creation of the intended task.123 In terms of passengers forming 
an intention to check for and remove prohibited items, this formulation likely occurs on at 
least several occasions. 
The first occasion is when the person decides to travel and purchases a ticket online. 
It is widely understood that passengers are not allowed to board an airplane with a firearm; it 
is therefore reasonable to conclude that an individual creates an intention to remove any 
prohibited items from his luggage before arriving at a security checkpoint. The creation of 
this intention is facilitated by the fact that TSA and the airlines provide information on their 
websites regarding prohibited items. 
The second occasion is when the passenger packs for the flight. As the time 
approaches, the passenger begins to think about the items needed for the trip and what items 
not to bring. It is reasonable to believe that, while they are packing, individuals develop an 
intention to remove prohibited items from their luggage to successfully clear security 
screening. 
The third opportunity to develop an intention is upon arriving at the airport and 
obtaining a boarding pass. At the airport, passengers use customer service clerks or kiosks to 
purchase boarding passes. While obtaining a boarding pass, passengers are asked a series of 
yes-or-no questions, including whether they are carrying any firearms. While answering the 
questions, passengers should develop an intention to remove any prohibited items from their 
possession. 
It is reasonable to believe that passengers form an intention to remove prohibited items 
before arriving at a security checkpoint. Chatfield, for example, states he forgot to check his 
bag before leaving his house for the airport.”124 Swapp says that when the authorities found 
his firearm in his bag, it was a big surprise to him.125 Huckabee relays that she had gone to 
an ATM the night before with her firearm and forgot to remove it from her purse.126 Her case 
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involves implicit intention—she meant to remove her pistol after visiting the ATM. 
O’Donnell recalls that he packed quickly for his flight and included his firearm, but knew that 
he should not have had it at the security checkpoint because, as he states, “I headed right 
through security like I do every time. Oops!”127 In analyzing passenger statements, it is 
reasonable to conclude that the subjects had developed an intention to remove the firearm 
from their possession before arriving at the security checkpoint. Prospective memory failure 
occurred because, despite forming an intention to remove their firearms from their luggage, 
at the appropriate time they failed to execute on the intended task. 
Other themes to be derived anecdotally concern the contributing factors that lead to 
prospective memory failure. One relates to the passengers’ status as frequent flyers. Habitual 
tasks are much discussed in the literature. Researchers observe that although forgetting may 
be minimized due to the repetition involved in habitual tasks, “a new challenge of 
remembering whether you actually performed the activity on a particular day may become 
more pronounced.”128 For frequent travelers who customarily carry a firearm, packing and 
removing it likely becomes routine; thus, they may forget whether they removed it from their 
luggage before arriving at a security checkpoint. This observation about those who carry a 
firearm frequently is supported by their statements. Chatfield states, 
As a concealed pistol license holder, I normally carry my firearm on a daily 
basis for protection of myself and my family, but forgetting to check my bag 
before leaving the house for the airport was an inexcusable mistake.129 
Swapp carries his firearm with him most places for self-defense and possesses a CCW 
permit.130 He indicates that when he flies, he usually secures his firearm in a gun vault at 
home. Huckabee also states that she has a CCW permit. She explains, “In my mind I was 
already packed and ready but I forgot I had gone to the ATM the night before and put my 
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firearm in my purse and forgot to take it out.”131 For O’Donnell, he stated that he headed 
right through security like he does every time.132 Analysis shows that all four passengers 
possessed a CCW and appeared to travel frequently— Huckabee, for example, flew twice in 
rapid succession, on a Friday and again on Monday. This supports the idea that although 
forgetting may be minimized through repetition, individuals who often carry firearms, and 
especially those that fly often and also carry firearms, may be more prone to forgetting. 
The third major theme that emerged is that the passengers experienced interruption or 
added activity on the day of their flight. In experiments on prospective memory performance 
and interruption in the literature review, participants experienced prospective memory 
decrements in demanding and interruptive situations, as was also observed in the cases 
previously reviewed. Chatfield had celebrated his daughter’s birthday on the day of the flight 
and then rushed to get to the airport.133 Huckabee had flown twice in a short period and 
carried her firearm the evening before her flight to go to the ATM.134 In O’Donnell’s case, 
his pharmacy had been broken into early in the morning of his flight, and he had responded 
to secure it.135 These passengers experienced interruption or non-routine activity shortly 
before arriving at the security checkpoint. 
The fourth theme identified in this research is that most offenders were in a hurry on 
the day of their flight. Psychologists observe that, owing to discrepancy between the amount 
of information human beings must process and the time available to do so, people often use 
heuristic-based processing to solve problems.136 This phenomenon occurs when people 
“make a decision, pass judgment, or solve a problem quickly and with the least amount of 
mental effort.”137 In essence, heuristics are mental shortcuts everyone takes frequently every 
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day.138 Although heuristic-based processing is routinely needed, researchers find some 
disadvantages. When individuals use heuristics-based processing, for example, they 
deemphasize detailed information and focus on simple rules.139 Because the use of heuristics 
is unreliable in judging validity, individuals may accept information that they would normally 
have rejected if there had been time to process the information accurately.140 
In the case studies given, it is likely that the passengers, in their hurry, resorted to 
heuristic-based processing. Anxiety over time is seen in their statements. Chatfield indicated 
it was a “hectic” day for him; Huckabee chose confiscation rather than securing her firearm 
in her vehicle, lest she miss her flight.141 O’Donnell indicated that he packed quickly, in 
response to a request by authorities after an alarm went off at his business.142 
Beyond resorting to heuristic-based processing under rushed conditions, people may 
experience additional decrements to memory, especially when their daily routine is disrupted 
by additional activities. As individuals take on more responsibilities, for example, they may 
experience higher rates of prospective memory failure. Unfortunately, the consequences may 
be severe, such as suffering arrest for arriving at a security checkpoint with a firearm. 
Moreover, as people take on more responsibility and live busier lives, they are more prone to 
wondering whether they completed a task. This problem echoes the second theme, wherein 
air travel passengers who are frequent flyers make oversights in the steps leading up to 
security screening. Analysis suggests that, in general, hurry is a significant factor in 
prospective memory failure. 
3. Summary of Common Themes 
Four common themes emerged in this case analysis: 
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1. The passengers experienced prospective memory failure by forming an 
intention and failing to carry it out.  
2. The passengers were frequent flyers and all possessed a CCW.  
3. They experienced interruptions or unaccustomed activities on the day of 
their flight.  
4. Most were in a hurry on the day of their flight.  
Searching the internet reveals many blogs and posts by passengers who were detained 
or arrested with a firearm and who claim to have forgotten they had it when they entered the 
security checkpoint. See the appendix for additional data. 
B. FACTORS THAT CONTRIBUTE TO MEMORY FAILURES 
The following section provides factors and conditions that contribute to cognitive 
failure. By identifying those elements that trigger memory failure, homeland security 
professionals may minimize and reduce lapses at security checkpoints. 
1. Interruptions 
Air passengers are often cognitively overloaded and interrupted while traveling. 
Whether the travel is for business or for pleasure, many activities are involved in preparation. 
Typically, the traveler must purchase a ticket, pack, travel to the airport, obtain a boarding 
pass, and pass through security screening before boarding the plane. 
Cognitive psychologists have identified conditions in which people are more prone to 
cognitive failure. In Experiment 1, conducted by Gilles Einstein et al., participants conducting 
multiple activities on a computer were given additional activities, which split their attention. 
This scenario replicated highly demanding situations and interruptions to measure the 
completion of intended tasks by the participants.143 For example, when the participants were 
involved in an activity, they “were told that whenever they saw a red screen [on the computer 
monitor], they should press a designated key on the keyboard but not until they finished the 
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current ongoing task.”144 The experiment revealed that interruptions significantly increased 
forgetting. 
Figure 7 charts prospective memory task completion in standard and divided attention. 
The horizontal axis represents the time (in seconds) that a task was continued after the 
introduction of the red screen; the vertical axis represents the proportion of correct responses 
after the red screen was introduced. The results indicate that as individuals experience 
interruptions, they are more likely to forget to complete intended tasks, some which may be 
very important. 
 
Figure 7. Prospective Memory Task Completion in Standard and in Divided 
Attention.145 
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In a similar and supportive experiment, cognitive psychologists Mark A. McDaniel, 
Gilles O. Einstein, Thomas Graham, and Erica Rall tested participants’ ability to complete 
prospective memory tasks, discovering that “interruptions to ongoing activity produce 
significant declines in remembering to perform intended actions.”146 The results are given 
in Table 2. 
Table 2. Prospective Memory Relative to Delay and Interruption147 
 
 
In their experiment (Experiment 1), participants had to complete nine ongoing 
tasks, such as categorizing on a five-point scale, determining how well an object fits into a 
given dimension, and computing simple math problems.148 During the execution of these 
tasks, interruptions were added. For example, when a red screen appeared on the monitor, 
the participants were asked to press the slash key (/) on the keyboard, but only after they 
completed the current task.149 The experiment revealed that as long as there were no 
interruptions, the participants performed their prospective memory task very well (above 
80%). However, when interruptions were added, the decrement of prospective memory 
was significant, dropping to 60% and 73%, as shown in Table 3. These findings affirm that 
when individuals experience interruptions while completing an activity, they may 
experience considerable decrements in prospective memory performance. 
                                               
146 Mark A. McDaniel et al., “Delaying Execution of Intentions: Overcoming the Costs of 
Interruptions,” Applied Cognitive Psychology 18, no. 5 (2004): 541, https://doi.org/10.1002/acp.1002. 
147 Source: McDaniel et al., 539. 
148 McDaniel et al., 536. 
149 McDaniel et al., 537. 
37 
The cases studies, especially that involving Chatfield, affirm the findings of this 
experiment. Chatfield notes that his attention was consumed by his daughter’s birthday 
party before leaving for the airport. The interruptions in his life likely affected the 
completion of prospective memory tasks such as checking his bag for prohibited items. 
2. Multitasking 
Cognitive psychologists have identified multitasking as a common contributing 
factor in memory failure. Dismukes observes, 
For all the negative attention that multitasking has received in recent years, 
it is perhaps no surprise that multitasking is also a major cause of 
prospective memory failures. We seem to have adapted fairly well to 
juggling several tasks simultaneously. But research shows that when a 
problem arises with whatever task we’re currently focused on, we become 
vulnerable to cognitive tunneling, forgetting to switch our attention back to 
the other tasks at hand.150 
In a study of commercial airline crashes, Dismukes, Berman, and Loukopoulos 
reviewed 19 accidents and identified contributing factors. One primary cause, according to 
Dismukes and et al., is cognitive overload or multitasking by the pilots. In their analysis, 
once individuals embark on a planned task, they are slow to analyze new information and 
integrate it into future actions.151 When pilots are “task-saturated,” they are more prone 
and vulnerable to errors and cognitive failures.152 
In a similar study, Klauer and et al. assessed the effects of multitasking and the risk 
of vehicular crashes or near-crashes in natural settings. In a study of 151 novice and 
experienced drivers, researchers analyzed the effects of cellphone use while driving.153 
The study revealed that when drivers conducted secondary tasks such as texting or dialing, 
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their odds of crashing or nearly crashing increased significantly.154 Table 4 shows that 
novice drivers were 8.32 times more likely to be involved in crashes or near-crashes while 
dialing their phones.155 The table describes other additional tasks that increase the odds of 
an accident.  




These findings confirm the negative effects of multitasking. As individuals are 
interrupted or take on concurrent tasks, prospective memory failures become more likely, 
some at high rates. 
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3. Delaying Action or Procrastination 
Another factor known to contribute to memory failure is delaying action, or 
procrastination. In daily life, people have many prospective memory tasks to complete. 
Whether the task is packing a lunch, attaching a document before sending, or removing a 
weapon from a carry-on luggage, if it is not completed immediately once the thought is in 
working memory, the individual may go onto other tasks and forget the task at hand. For 
this reason, tasks should be completed without delay or procrastination whenever possible. 
Leading prospective memory researchers McDaniel and Einstein contend that 
people may create unnecessary delays in prospective memory situations.”157 They provide 
the example of someone in his bedroom who thinks to take medication located in the 
kitchen downstairs. If he decides to complete a few other tasks before taking the 
medication, he may forget and not take it at all.158 In the same manner, if an air traveler 
thinks of removing a firearm from his luggage, he should not procrastinate, but remove the 
firearm immediately, if possible. 
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IV. APPLYING COGNITIVE PSYCHOLOGY’S CONCEPTS AND 
STRATEGIES TO MITIGATE FIREARM AND PROHIBITED ITEM 
DISCOVERIES 
This chapter discusses concepts from cognitive psychology that have been found to 
enhance prospective memory performance and presents strategies for their use in 
mitigating firearm discoveries at security checkpoints. 
A. INCORPORATE PROSPECTIVE MEMORY CONCEPTS AND 
STRATEGIES INTO POLICIES AND PROCEDURES 
As discussed in Chapter II, the monitoring theory of prospective memory argues 
that individuals remember to complete prospective tasks through monitoring or 
refreshing.159 By contrast, the spontaneous-retrieval theory holds that the retrieval of an 
intention “depends on a relatively spontaneous, involuntary process.”160 In the 
multiprocess theory, monitoring and spontaneous processes are combined—it is argued 
that individuals “generally take good advantage of the array of processes available to them 
to solve the problem of prospective memory retrieval effectively and efficiently.”161 The 
Dynamic Multiprocess Framework, depicted in Figure 6, may be very influential in helping 
homeland security professionals mitigate firearm and prohibited item discoveries at 
security checkpoints. This framework maintained that people rely on a dynamic process 
between spontaneous retrieval and monitoring.162 This framework observed that 
individuals do not monitor for the prospective memory task until the time available to 
complete the task is near at hand. This theory proposes that spontaneous retrieval is 
triggered by an event or external cue, upon which monitoring is initiated and the intended 
prospective memory task is completed. 
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These concepts, especially the Dynamic Multiprocess Framework, are important to 
the goals of this research because when professionals understand how and when travelers 
remember to complete intended tasks, they can apply these theories to aviation security. 
For example, considering that individuals generally pack their luggage on or near the day 
of their flight, if homeland security professionals want to communicate with passengers via 
text or email, the message should be sent approximately 12–24 hours before the flight. 
Strategic communication near this time may initiate spontaneous retrieval by the passenger, 
who may then initiate monitoring until packing for the flight is completed and prohibited 
items have been excluded. 
B. CREATE EXTERNAL CUES THAT ARE SALIENT, DISTINCTIVE, AND 
UNFAMILIAR 
Cognitive psychologists in the field of attention and memory underscore the 
importance of creating effective cues to enhance memory. Researchers have found that 
salient, distinctive, and unfamiliar cues assist in memory recall. The following section 
elaborates on this concept. 
1. Salience 
Mark A. McDaniel and Gilles O. Einstein argue that multiple factors are involved 
in completing an intended task. When an individual perceives a task as important, the 
likelihood of its being completed increases.163 The data shows an 87% completion rate for 
important tasks and 68% for unimportant tasks.164 This difference is significant and 
applies in various settings. 
Kliegel, McDaniel, and Einstein conducted an experiment to test McDaniel and 
Einstein’s conclusions. Eighty participants completed various tasks, such as rating and 
categorizing words, pressing a key when a target word appeared, and pressing a lever when 
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a certain number appeared.165 Regarding the latter, the experimenters told half the 
participants to “attend carefully to this task and to try to detect all occurrences” of the 
number.166 These instructions were added to manipulate and raise the importance of the 
prospective memory task. The experiment found “better prospective memory performance 
in [a] high importance condition.”167 This experiment provided support for McDaniel and 
Einstein’s assertion that when individuals perceived tasks as important, prospective 
memory is enhanced. 
This principle may be exploited by homeland security professionals, who may 
improve the likelihood that a key task will be completed by including a statement of its 
significance. For example, the following instructions may help air passengers remember to 
remove prohibited items from their luggage: 
If you want to successfully clear security screening, it is very important that you do 
not arrive with a firearm. 
Passengers possessing a firearm may be detained or arrested. It is imperative that 
you remove firearms from your possession before entering a security checkpoint. 
2. Distinctiveness and Unfamiliarity 
Cognitive psychologists have found that distinctive and unfamiliar cues enhance 
prospective memory. McDaniel and Einstein define distinctiveness as “a cue that allows 
more precise or unique specification of the to-be-remembered event,” and unfamiliar cues 
as “low-frequency or rare items relative to frequently occurring items.”168 They conducted 
an experiment with college students, in which a list of words was categorized into two 
groups and two subsets.169 The Toglia and Battig norms scale was used to measure the 
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distinctiveness and familiarity of the words.170 This scale is often used to measure the 
characteristics of words, including their “imagery, concreteness, meaningfulness, 
familiarity, number of attributes, categorizability, and pleasantness.”171 
In this test of prospective memory completion, participants were asked to press a 
key on a keyboard when a target word first appeared on a computer monitor.172 This task 
measured prospective memory task completion relative to the familiarity and 
distinctiveness of cues. For non-distinctive and familiar words, successful prospective 
memory was a mean of .31 and distinctive and unfamiliar cues resulted in a mean of .89 
prospective memory completions, as seen in Table 4. The experiment additionally 
uncovered prospective memory in distinctive and familiar was a mean of .78, and for 
distinctive and unfamiliar cue was perfect, 1.0.173 These findings support the assertion that 
when cues are distinctive and unfamiliar, the completion of prospective memory tasks 
significantly increases. 
Table 4. McDaniel and Einstein’s Experiment in Retrospective and 
Prospective Memory174 
 
This table indicates that cues are more effective when they are distinctive and unfamiliar. 
Cognitive psychologists believe that distinctiveness produces better prospective 
memory and that “attention or orienting that is thought to be associated with distinct 
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presentations would be helpful in alerting the rememberer that some action must be 
taken.”175 Similarly, unfamiliar cues are “easier to discriminate, access, or recollect the 
appropriate contextual-target associations or tags for a target that has appeared in few prior 
contexts than for a target that has appeared in many prior contexts.”176 An example of this 
intuitive concept would be driving along a roadway and fixating on a unique vehicle or 
house from among many similar examples. We are more likely to remember distinctiveness 
and unfamiliarity. 
This concept can be applied to screening problems. Homeland security practitioners 
may create cues that are distinctive and unfamiliar to jog memory and mitigate inadvertent 
firearm carry at security checkpoints. For example, signage featuring a distinctive and 
unfamiliar firearm beside a familiar firearm, as in Figure 8, is likely to enhance passenger 
memory. Such displays should grab attention, stir curiosity, and warn that action must be 
taken.177 
 
Figure 8. Juxtaposition of an Antique and Common Type of Firearms178 
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C. REMOVE THE DELAY 
Cognitive psychologists emphasize the importance of removing delays and 
completing intended actions immediately rather than procrastinating.179 Studies reveal that 
even a short delay of 5 to 40 seconds can significantly impair prospective memory 
performance.180 Therefore, completing the intended act when the individual thinks of it 
will assist in countering memory lapses. McDaniel and Einstein give an example of a nurse 
completing his work by capturing information from a patient and passing it along to the 
attending physician.181 If the nurse does not immediately write down the information while 
speaking with the patient, he may unintentionally forget and fail to update the chart because 
other tasks need to be completed. 
Applying this precept to air travel passengers could be encouraged to pack for their 
flight immediately after purchasing tickets—or, alternatively, on the day before the flight—
rather than waiting to the last minute. This communication could be sent to air travelers the 
day before their flight to request that carry-on luggage be checked for firearms and 
prohibited items. 
D. USE OF MNEMONICS AS AN EXTERNAL REMINDING DEVICE 
Another concept from cognitive psychology that has been shown to enhance 
prospective memory is the use of mnemonics as an external reminding device. McDaniel, 
Einstein, Thomas Graham, and Rall conducted an experiment wherein 48 participants were 
divided into two equal groups. The experiment (Experiment 2) tested whether an external 
device such as mnemonics may affect prospective memory performance. The participants 
were asked to perform eight tasks to simulate a demanding, complex environment.182 One 
group was presented with a red screen, on which appeared a conspicuous, small blue dot 
at the lower-right corner as a reminder to press the slash key on the keyboard.183 The other 
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group was not presented with the blue-dot screen. The experiment revealed that reminders 
such as simple external mnemonics were very effective in enhancing prospective memory 
performance, even when interruptions were present. The results are presented in Table 
5.184 




In the right column, it is seen that with a 40-second delay and interruption, 
prospective memory was significantly better (mean of .96) with a reminder present, relative 
to a condition without reminders (mean of .79). The experiment underscores the 
significance of an external cue in promoting prospective memory. 
E. INDUCE DEEPER LEVELS OF PROCESSING 
Chapter II provides an overview of Atkinson and Shiffrin’s memory model, which 
states that the retention depends on how long the information is held in the three stores of 
memory—the longer it stays in a memory store, the more likely it will be transferred to the 
next store. Craik and Lockhart disputed this theory, finding that the depth to which 
information is processed is more significant in retention and retrieval.186 This section 
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develops Craik and Lockhart’s concept to identify concepts and strategies for reducing 
attention and memory-related failures at security checkpoints. 
Craik and Lockhart theorized that as individuals encode information at a deeper 
level, they are more likely to retain and retrieve the information later.187 They asserted that 
depth of processing “implies a greater degree of semantic [meaning] or cognitive 
analysis.”188 They further posited that after a stimulus has been introduced to an individual, 
the depth of processing increases with enrichment or elaboration of the information. For 
example, Craik and Lockhart stated that once an individual recognizes a word, it may 
“trigger [in his or her mind] associations, images or stories on the basis of the subject’s 
past experience with the word.”189 Craik and Lockhart maintained that the depth of 
encoding is significant to the recall of the information. 
As a test, Craik and Tulving asked 24 participants 60 questions that required a yes-
or-no response.190 Each question was categorized into three levels of processing—shallow, 
intermediate, or deep. Shallow referred to the physical structure of the word, such as 
whether it was written in capital letters.191 Intermediate words were those that rhymed 
with the word being assessed; Craik and Tulving hypothesized that rhyming induced a 
deeper level of encoding. Finally, subjects were asked to assess the meaning of the word, 
which was expected to invoke the deepest processing.192 An example is the item, “He met 
a _____ in the street.”193 The possible answers were yes to the word “friend” and no to the 
word “cloud.” After all questions were answered, the experimenters listed the 60 words 
amid 120 distractor words. The subjects were then asked to identify the words they 
recognized. 
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Figure 9 summarizes the results. The left half of the figure presents the time in 
milliseconds that subjects took to respond to the questions, relative to the level of 
processing (shallow, intermediate, or deep). The participants needed slightly more time to 
answer questions that involved deeper levels of processing. The right half of the figure 
indicates that subjects were better able to recognize words they had encoded at a deeper 
level. For “yes” responses, word recognition for shallow encoding was 15%, and for deep 
encoding, 81%. This difference is more than five times the rate of recognition. For “no” 
responses, recognition increased from 19% to 49%.194 These are significant findings. 
 
Figure 9. Craik and Tulving’s Experiment195 
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This experiment reveals that deeper levels of encoding require a little more time for 
information processing and, significantly, that when deeper levels of processing are 
induced, individuals are considerably more likely to remember. 
One way to apply these promising findings to aviation security is to frame 
communications so as to induce deeper levels of encoding. For instance, quizzes such as 
the following may induce deeper processing among air travelers: 
 
Passengers are not allowed to bring _______ onboard an airplane.  
A. Clothing 
B.  Guns 
C.  Shoes 
D.  Computer 
 
By bringing a gun into a security checkpoint, passengers may suffer a civil penalty 
up to _______ for their first offence. 
A. $1,000 
B.  $5,000 
C.  $10,000 
D.  $13,000 
These quizzes may be placed strategically on the TSA website and at screening 
lines. Personal electronic devices may also be leveraged to communicate these messages 
before the passenger reaches a security checkpoint. 
F. LEVERAGE EXISTING TECHNOLOGIES 
Due to the prevalence and increasing personal electronic devices and its utility, 
many individuals annotate prospective memory tasks onto their mobile phones. For 
example, people may place reminders on their calendars, or set reminders with Google. 
Leveraging this ubiquitous technology may assist in implementing the recommendations 
of this thesis and mitigating the discovery of prohibited items at security checkpoints. 
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In 2011, 35% of Americans owned a smartphone, and in 2019, 81%.196 Ninety-six 
percent of Americans use a cellphone of some kind.197 The potential for homeland security 
messaging is obvious. In 2017, the Aviation Security Advisory Council (ASAC) 
recommended that aviation security leverage the opportunities presented by mobile 
technologies.198 The Council noted that they could be used to automate certain functions 
in the security screening process. Of particular interest, mobile technologies could confirm 
identities, removing the need for a travel-document checker.199 
The airline industry has already leveraged mobile technologies. United Airlines, for 
example, has partnered with a third-party to deliver text messages on flight status and vital 
information.200 Passengers opt-in to these notifications during booking or check-in. A 
similar service could be implemented to mitigate prohibited item discoveries. 
Homeland security professionals should review existing mobile technologies to 
find ways to deliver strategic and timely communication to travelers. They should adopt 
best practices from cognitive psychology and send essential text messages the day before 
the flight. According to the Dynamic Multiprocess Framework, when an individual 
observes a cue in the environment near the time a task can be completed, he typically 
monitors and completes the intended task. If strategic communications are sent to 
passengers approximately 12–24 hours before their flight, the traveler will likely monitor 
and complete the task as soon as possible. 
Because deeper levels of processing are considerably more likely to lead to 
remembering, homeland security professionals may help prevent firearm carry at security 
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checkpoints by delivering missing-word quizzes to passenger mobile devices, or posting 
them at the airports. This strategy is consistent with prospective memory findings. 
G. SUMMARY 
The concepts and strategies found in this research to prevent memory lapses are 
summarized in Table 6. 






V. TESTING THE MITIGATION STRATEGIES: A THOUGHT 
EXPERIMENT 
Researchers use thought experiments to follow a hypothetical scenario and predict 
how a concept may play out in the real world.201 In this chapter, the preventive strategies 
presented in this thesis are tested through a thought experiment based on Chatfield’s case 
history. 
A. CHATFIELD’S CASE OBSERVED 
In 2018, TSA personnel discovered Chatfield’s firearm at a security checkpoint and 
contacted local authorities. Chatfield posted a description of the incident online. He noted that 
he had forgotten the pistol was in his book bag and indicated that he owns several registered 
firearms besides the unregistered pistol involved in the incident. According to Chatfield, 
Recently, I was going through the TSA line to board a flight at the Pellston 
Regional Airport and forgot that my firearm was in my book bag. As a 
concealed pistol license holder, I normally carry my firearm on a daily basis 
for protection of myself and my family, but forgetting to check my bag before 
leaving the house for the airport was an inexcusable mistake. In a rush to pack 
on the hectic Sunday afternoon after celebrating my daughter’s fourth birthday 
party at our home, I honestly forgot that the pistol was in my bag, but that is 
ultimately no excuse. 
I own several firearms and believed that all of my pistols were registered 
through the Michigan State Police database. However, it was found that they 
did not have this specific pistol on file. I registered the pistol soon after and 
also confirmed that every other pistol that I own was registered.202  
Local authorities detained Chatfield, confiscated his firearm, and later released him. 
B. AN OVERVIEW OF THE THEMES IDENTIFIED IN THE CASES AND 
MITIGATION CONCEPTS AND STRATEGIES 
The research identified four themes in Chatfield’s case as well as the other cases. The 
first theme is that the passengers experienced a memory failure, specifically a prospective 
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memory failure because the passengers likely formed an intention to remove the prohibited 
item from their carry-on luggage but failed to execute on the intention. The first theme is the 
primary theme and the remainder of the themes are variables or contributing factors to the 
memory failures. The second theme is related to the passengers’ status as frequent flyers and 
individuals who carry their firearm on a regular basis. In all four cases, the individuals 
possessed a CCW permit. Scholars have stated that although in habitual tasks, forgetting may 
be minimized due to the repetition of the activity, “a new challenge of remembering whether 
you actually performed the activity on a particular day may become more pronounced.”203 
The third theme which emerged was that the passengers experienced some interruptions or 
added activities in their lives on the day of their flight. The fourth theme the research identified 
was that most of the passengers were in a hurry on the day of their flight. 
In terms of the mitigating concepts and strategies to counter the themes identified in 
the thesis, the research identified multiple concepts and strategies from cognitive psychology 
to enhance remembering. First, because the cases involved prospective memory failures, the 
multiprocess theory, specifically the Dynamic Multiprocess Framework provides an excellent 
model in understanding prospective memory failures, and providing guidance to mitigate 
prospective memory failures. Second, the research indicated that creating and displaying 
salient, distinctive, and unfamiliar cues aid in mitigating memory failures. Third, the research 
indicated that removing the delay and completing a task immediately rather than 
procrastinating helps to ensure the completion of a task. Fourth, the thesis also indicated that 
using mnemonics as external reminding devices were effective in enhancing memory 
performance even under interrupting conditions. Fifth, the literature reviewed the importance 
of inducing deeper levels of processing; the research revealed that deeper levels of processing 
enhanced retaining and retrieving information. Sixth and finally, the literature reviewed the 
benefits of leveraging existing technologies. The research noted that the use of smartphones 
and cellphones have significantly increased in recent years, thus, leveraging such technologies 
could enhance aviation security. Furthermore, this strategy can also facilitate the 
implementation of the other mitigating concepts and strategies. 
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C. NOTIONAL THOUGHT EXPERIMENT 
This thought experiment constructs a hypothetical scenario to synthesize the themes 
discovered in this research with the preventive concepts and strategies presented. 
There are currently very few strategies for reminding air travelers. Typically, from the 
time a ticket is bought to arrival at the airport, no established reminding mechanisms are 
encountered. The thought experiment offers four potential opportunities for intervention from 
approximately 12–24 hours before a scheduled flight to the time a traveler enters the security 
checkpoint line. This timing is critical for successful intervention in Chatfield’s prospective 
memory processing. 
At about approximately 12–24 hours before departure, Chatfield receives a text 
message reminding him of his flight and the prohibited items list.204 The text encourages him 
to pack immediately rather than putting it off. We may reasonable assume that this text 
message will trigger Chatfield to check his luggage and remove the pistol before arriving at 
the airport. If he doesn’t follow through, the next opportunity for memory failure intervention 
will occur upon his arrival at the airport. 
As Chatfield walks from the parking lot or drop-off curb to the ticket counter, 
strategically placed posters and signs catch his eye, inducing deeper processing to help him to 
remember to check his luggage and remove his pistol promptly. 
The third opportunity for Chatfield is when he checks in and obtains a boarding pass 
at the kiosk or customer service counter. At this stage, strategic communication can be 
conveyed through external devices such as mnemonics, which are known to improve 
recollection. Chatfield speaks with a customer service employee, who has been instructed to 
ask passengers specific questions about prohibited items to ensure that firearms are checked 
at the customer service counter. Chatfield therefore hears a reminder to secure his pistol 
appropriately at this time. 
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The final opportunity for intervention is when Chatfield enters the security checkpoint 
line. In many airports, authorities display signs near the line. An example is provided in 
Figure 10. 
 
Figure 10. A Typical Travel Advisory Display205 
While Chatfield is waiting to enter the screening area, strategic cues that are salient, 
distinctive, and unfamiliar are placed near the line to trigger his memory to check for 
prohibited items. Typically, there is an approximately 10 to 15-minute wait between 
                                               
205 Source: John Bermont, Flying to Europe: Travel Starts at the Airport, chap. 4, http://www.enjoy-
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entering and clearing the screening line. If Chatfield’s firearm in still in his possession, he 
can leave the queue, secure his weapon compliantly, and reenter the line. 
All of these strategies in combination may greatly boost prospective memory 
performance, regardless of whether the traveler is a frequent flyer, has experienced 
interruptions, or is in a rush. 
Figure 11 diagrams the thought experiment as it might be implemented in a typical 
airport. The placement of strategic communications can be modified to fit the airport’s 
layout. 
 
Figure 11. Overview of Notional Thought Experiment 
D. LEARNING FROM THE NOTIONAL THOUGHT EXPERIMENT AND 
RECOMMENDATIONS FOR MODIFICATIONS TO THE MITIGATION 
STRATEGIES    
The thought experiment confirms the preventive concepts and strategies proposed 
and reveals new insights as follows: 
1. The dynamic multiprocess framework may be effectively applied in 
mitigating memory-related firearm discoveries. It usefully explains the 
processes by which people remember to complete prospective memory 
tasks. 
2. The thought experiment identifies a practical timeline and general 
guideline by which professionals can implement memory strategies.  
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3. Through the thought experiment, it is seen that other stakeholders, besides 
TSA, could be involved in implementing concepts and strategies. 
Customer service personnel from the airlines, for example, may assist by 
asking prohibited item related questions. 
4. The pervasive use of existing mobile technologies provides a practical and 
well-accepted tool that should be leveraged to mitigate prospective 
memory failure. 
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VI. RECOMMENDATIONS AND CONCLUSIONS 
The thesis aimed at answering three questions: 
1. Are firearm and prohibited item discoveries at security checkpoints the 
result of memory failures? If so, what type of memory failure is the most 
common?  
2. Which factors contribute to memory failures?  
3. How can theories in cognitive psychology assist homeland security 
practitioners in developing policies and related practices to mitigate 
firearm and prohibited item discoveries at the nation’s security 
checkpoints? 
A. RESEARCH FINDINGS AND ACCOMPLISHMENTS 
The following are the research findings and accomplishments for the questions. 
Findings Regarding Question 1 
• A wide internet search reveals that many passengers detained at security 
checkpoints state that they had forgotten they had a firearm with them. In 
analyzing multiple cases, the thesis concluded that many firearm and 
prohibited item discoveries at security checkpoints were the result of 
memory failures. 
• Prospective memory failures are the most common type of memory 
failures in people’s daily lives. Considering air travelers created an 
intention to remove prohibited items from their carry-on luggage and did 
not follow through is symptomatic of this kind of memory failure. 
Findings Regarding Question 2 
Research reveals that the following factors commonly contribute to memory 
failures: 
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• Demanding conditions, such as interruptions. 
• Multitasking, which frequently leads to memory failure and cognitive 
tunneling.206 
• Delayed action or procrastination. Researchers encourage individuals to 
complete tasks without delay to avoid prospective memory failure.207 
Findings Regarding Question 3 
Among the key findings of this thesis as pertain to Question 3:  
• Scholars offered several theories to explain how and when people 
remember to complete prospective memory tasks. The theories were 
monitoring, spontaneous retrieval, multiprocess theory, and the Dynamic 
Multiprocess Framework. 
• The thesis assessed that the Dynamic Multiprocess Framework 
synthesized the theories and was effective in explaining prospective 
memory performance. 
Individuals are more likely to remember to complete a task perceived as salient. 
The thesis provides recommendations for raising the importance of a task. 
• Distinctive and unfamiliar cues improve prospective memory 
performance. The thesis discusses how to create distinctive and unfamiliar 
cues. 
• Removing unnecessary delays may help ensure a task is completed, and 
even short delays can significantly degrade prospective memory 
performance.208 
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• The use of external reminding devices such as mnemonics improves 
prospective memory performance. 
• When individuals encode information at deeper levels, they are more 
likely to retain and retrieve the information later.209 
• Homeland security professionals should consider leveraging existing 
technologies to mitigate prohibited item discoveries at security 
checkpoints. 
The thought experiment conducted in this research allowed the virtual testing of 
these concepts and strategies, resulting in their refinement, and suggested additional 
possibilities, such as including airline personnel in an overall mnemonic strategy. 
B. LIMITATIONS OF THE RESEARCH 
In terms of limitations of the research, the research primarily focused on 
prospective memory performance. Due to the pervasiveness of prospective memory 
failures in people’s daily lives, the study of prospective memory is significant to this study 
as well as other challenges in homeland security. Much of why individuals forget to 
complete tasks in daily lives is the result of prospective memory failures. However, there 
may be other reasons why people forget to complete a task, such as absentmindedness. To 
counter the limitations, the research conducted extensive searches on the internet to assess 
whether or not the firearm discoveries were in fact the result of prospective memory 
failures. As a result of the extensive searched, the thesis concluded that that many of the 
mental errors at security checkpoints can be contributed to prospective memory failures. 
With this said, more research in the field of cognition could benefit homeland security in 
countering some of its challenges. 
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C. AREAS FOR FUTURE RESEARCH 
More research in the field of cognition may be conducted to assist DHS with an 
array of security issues. Two areas for further exploration are suggested. First, heuristic-
based processing, the mental-shortcut-making process touched on in Chapter II, will likely 
become more pervasive as American lives get busier. It behooves DHS to understand the 
mechanisms of this type of processing for application to security problems. 
Another area for future research is the correlation of actual experience versus what 
is remembered. Daniel Kahneman’s work on memory and experience explores the 
differences between the two and their attendant cognitive traps, including human 
reluctance to admit complexity and the confusion between experience and memory.210 
Better understanding of this dynamic may be used to improve homeland security and 
counter cognitive vulnerabilities. 
D. THE IMPACT OF THE THESIS AND ITS SIGNIFICANCE 
The problem of passengers whose memory lapses lead to failure at security 
checkpoints may seem trivial next to some disastrous breaches; but the overall 
effectiveness of airport security depends in large part on the daily efficiency of the national 
system. Thus it is important to understand the components of this phenomenon. Assessing 
the issue from a cognitive perspective affords a fresh perspective and new insights. It is 
hoped that this thesis will stimulate wider discussion, deeper critical thinking, and 
additional research on the nexus between security assurance and cognitive psychology. 
While the pursuit of ever better and more sophisticated technologies remains vital, 
homeland security practitioners must also develop policies and procedures that respond to 
the inherent cognitive vulnerabilities of ordinary men and women.211 Researching in 
cognitive psychology holds promise in strengthening the U.S. system of homeland defense 
and security. 
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APPENDIX. ADDITIONAL CASES OF FORGETTING AT 
CHECKPOINTS 
Summary of Incident Passenger’s Statement 
1. On May 2, 2015, authorities discovered a 
gun in a passenger’s purse. Local 
authorities were notified, and they issued 
the passenger a citation and seized her 
weapon.212  
“Your reputation is damaged. There is no way 
it’s not, because you sound like a nut: ‘What 
crazy person would go to the airport like that? 
What crazy person would do that?’ And it’s 
not anything like that. It’s just an accident.” 
2. On February 15, 2016, authorities arrested 
civil rights attorney at the Cleveland 
Hopkins International Airport with a gun 
and charged him with CCW.213 
“I participated in a target shooting class 
recently with a certified CCW instructor and I 
simply forgot to remove it from my bag. I 
used the bag to pack for my trip. It was a 
stupid mistake.” 
3. In July of 2017, TSA authorities detained 
a passenger at the Raleigh-Durham Int’l 
Airport because of a loaded firearm. 
Authorities cited the passenger.214 
According to officials, passenger stated that 
“he accidentally left a loaded Smith and 
Wesson handgun in the backpack that he 
carried from a firing range to RDU to catch a 
flight in July 2017.”  
4. On July 13, 2017, authorities detained a 
passenger at Raleigh-Durham Int’l Airport 
for carrying a loaded gun to security. 
Authorities cited the passenger for a 
misdemeanor violation.215 
“Unfortunately, I did not realize that I left my 
pistol in my backpack until the TSA found it 
during the security X-ray screening and 
rightly confiscated it.” 
5. On, or about, January 30, 2018, TSA 
detected a loaded firearm in a passenger’s 
briefcase and contacted law enforcement. 
Passenger was cited and arrested.216 
“He said he forgot he was carrying the gun, 
which he had put in his briefcase after an 
assistant removed it from his car days 
earlier.”217 
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6. On, or about, December 14, 2018, TSA 
detained a passenger at the Denver Int’l 
Airport and contacted local police. 
Passenger was subsequently arrested and 
criminally charged.218 
“I said right away ‘I’m sorry I forgot, I made 
a mistake,’ and that’s when I was cuffed,” 
Saine said. “Hopefully this is a learning 
experience for others not to make the mistake 
in the first place.” 
7. On June 9, 2019, TSA detected a loaded 
handgun at the Boston Logan Int’l 
Airport, and contacted local authorities, 
Massachusetts State Police. He was issued 
a summons.219 
The passenger told officials that he forgot he 
had his loaded firearm with him. 
8. On July 10, 2019, TSA detected a loaded 
firearm in a passenger’s carry-on at 
Yeager Airport. TSA notified the police 
who confiscated her gun and cited her on 
weapons charges.220 
Passenger stated to officials that she forgot 
she had her loaded firearm with her. 
9. Posted on July 22, 2019, DC airport police 
arrested a Loudoun County, VA passenger 
for a firearm at the checkpoint.221 
Passenger stated, “It’s a very honest mistake.” 
Passengers carried the same bag that he used 
for the firing range, he stated, “I didn’t think 
about it. It didn’t even hit me. Then they hold 
up the bag, and it hit me like a ton of bricks”. 
10. On, or about, August 29, 2019, TSA 
detained a passenger with a loaded firearm 
at the BWI Marshal Airport. Authorities 
arrested the passenger and charged with 
unauthorized weapon.222 
Passenger told authorities that he forgot the 
gun was in his bag. 
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